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Ha Ne oT

B ycinoBUAX CTPEMHUTENBHOTO pa3BUTUS TEXHOJIOTMM W YBEJIWYEHUS OOBEMOB,
00pabaThIBAEMBIX JTaHHBIX, 3aIIUTUTh JINYHYIO U CIYKEOHYI0 MH(POPMALIMIO CTAHOBHUTCS
BAKHOM 3ajadeil Juisi TOoCyJapCTBEHHBIX CiyXauux. HempaBuibHOoe oOpaieHue c
nH(popManuenl MOKET NPHUBECTH K CEPbE3HBIM IOCIEACTBUSAM, KaK ISl OTIEIbHBIX
pabOTHHUKOB, TaK U JUI BCEW roCy1apCTBEHHON CITyKOBbI.

MunucrepcTBo 1HM(POBOro pa3BUTUS, CBA3M U MAaCCOBBIX KOMMYHHUKaLUH
Poccuiickoii denepanuu (nasiee — MUHHUCTEPCTBO) B pamMKax (enepaibHOro MpoeKTa
«MHpopmanioHHas 0€30MacHOCThY HalMOHAIbHOU mporpammel «L{udposas skoHOMUKa
Poccutickonn ®epepanun» B nepuon ¢ 2022 mo 2024 rr. OCyLIECTBISET pead3alUIo
MporpamMMbl KHOEPIUTMEeHbl U OBBIILIEHUS TPaMOTHOCTH TpaxkaaH Poccuiickuit denepanumn
0 BompocaM MH(OPMAIMOHHON 0€30MacHOCTH (Jajee — mporpamma KUOEprUrueHsl).

[TporpamMMa KuOeprurueHsl peajn3yerTcsi B TOM YHUCIE MOCPEACTBOM IPOBEICHUS
WH()OPMAITMOHHOW KaMIIaHWH, BKIIIOYAIOIICH B ceOsl MEpONPUATHS pa3IudHoro (opmara,
HaIpaBJICHHbIE HA TMOBBIIIEHUE OOLIEr0 YPOBHS T'PAMOTHOCTH HACEJEHHs IO BOIPOCaM
uHdopmarmoHHoi 6e3onacHocT rpaxaad Poccuiickoit deneparuu.

B 2024 rony MunuctepctBo B pamkax peanusanuu Konuenuuu GopmupoBaHus u
pa3BUTHUS KYJIbTYphl HHGOPMAIIMOHHON Oe30macHocTH rpaxaaH Poccuiickoit denepanuu,
yTBEepkAeHHOU pacniopsbkeHueM IIpaButensctBa Poccuiickoit denepanun ot 22.12.2022
Ne 4088-p, monaraer menecooOpa3HbIM MPOABMKEHUE O0YUAIONIUX MAaTEPUATIOB IO TEME
uH)OpPMAITMOHHONW  0O€30MacHOCTH, a TakkKe MaTepuayioB, HaMpaBICHHBIX  Ha
HEIOCPEICTBEHHOE MTPUBJICUEHHE BHUMAHUS K YKa3aHHOU TeMe.

B cBi3u ¢ stumM  MUHHCTEPCTBO TMOATOTOBWIIO PsJ  PEKOMEHIALMW  JJIs
roCyJapCTBEHHBIX CIY)KalllMX, HaIMpaBiIeHHBIX Ha o0ecrneyeHne HHPOPMALUOHHON
0€30IMacCHOCTH COTPYJAHUKOB Ha pabouMx MecTaX, a TakXke IO TeMe JMYHOU
nH(pOpMaIIMOHHOM 0€30TaCHOCTH.
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Ha ocHOBaHMU BBIIIEU3NIOKEHHOTO, B LENAX OOjee MHUPOKOro MHPOPMHUPOBAHUS
COTPYIHHMKOB TOCYJAapCTBEHHbIX OpraHoB Poccuiickoii @Pexepanuu 0 3HAYUMOCTH
coONIo/IeHus  mpaBuil  HUHPOPMALMOHHOM  OE30MaCHOCTH, MPOCHM  OOECIEUUTH
pacnpoCTpaHEHUE JaHHBIX PEKOMEHJAIMNA Cpelu COTPYAHUKOB TOCYAapCTBEHHBIX

CTPYKTYP.

[Ipunoxenue:

1. Kak 3auTuThCS OT MOIIIEHHUKOB: IPOCTHIE MTpaBuia, Ha 1 1.;
2. Mepsl o obecneueHro 6e3onacHocTy nHpopmaiuu, Ha 1 .;
3. PexoMeHaanuu mo 3alluTe YYeTHBIX 3anucei, Ha 1 JI.
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Kak 3alluTMTHLCA OT MOLUEHHUKOB: npocCTblie npaBuna

PacnpocTpaHeHHbIn cnoco® OeACTBUM MOLUEHHUKOB: OHM OBMaHHbLIM MyTeEM
nosnyvyalrT AdaHHble ONs OoCTyna K JIMYHbIM KabuHeTaMm M NpUITOXKEHUSIM.
Mcnonb3ys HEMPOTEXHONOrMK, CnocobHbl NoaaensiBaTtk akkayHThl U ronoca,
co3faBas BMOe0Co00LLEeHNS, CreHepupoOBaHHbIE NCKYCCTBEHHbIM
NHTENNEKTOM, OT MMEHM BallMX 3HAKOMbIX W pykoBoAuTenewn. 3ayacTyio
MOLUEHHMKN MNPeAcTaBnsloTCa  COTPYAHWKAMU  PasfnU4YHbIX  CIyx0 VIJ'II:IJ
npegnaraloT (UHaAHCOBbIE BbIMrpbIWKW. [JaHHbIM NMoaxon W3BECTEH Ka
coumnanbHasa uHXeHepunsa. BOT HECKONbKO COBETOB, KOTOPble MOMOryT Bam
3alUNTUTLCH OT MOLLUEHHUKOB:

» byabTe 6auTenbHbl: ECnn pasroBop KaXeTcsa nogo3puUTeSibHbIM, 3aBepLunTe
ero 1 nepes3BoHNUTE B OpraHmMsauuto no opuumnanbHbIM HOMeEpPaM.

* [NpoBepsanTe cnocob cea3n: MOLIEHHNKM YaCcTO UCNOMb3YOT MECCEHIKEPDI,
TOorga Kak Hactosilwue npeactaButenu He 3BOHAT 4yepe3 WhatsApp wnum
Telegram.

* He coobwanTte norvHbl 1 naponun: Yutamte HasHa4yeHMe CMC-KOAOB U He
Aenntecb OTBETaMu Ha KOHTPOJSbHbIE BOMPOCHI.

» Cnegute 3a akTyanbHOCTbO HOMepa: YbeauTtecb, YTO HOMEpP, K KOTOPOMY
NpPUBA3aH akkayHT, aKTyareH.

* icnonbaynte cnoxhole naponu: MeHanTe nx peryndapHo v nogkrnodanTe
OBYX(aKTOpHYIO ayTeHTUUKaLmio.

* [TpoBepsanTe agpec CTpaHuubl: Ybeamtech, YTO cauT — 3TO odmumnanbHbIi
pecypc (Hanpumep, gosuslugi.ru).

focycnyrn obecneunBaloT 3aWmUTy, HO 3MIOYMbILUSIEHHUK MOXET MNOMyYnTb
OOCTYNn TOMbKO MpW nepefjaye BamMy HeobxoaAuMbIX AaHHbIX. byabTte
BHMMATESbHbI 1 3aluuianTe cBOW JaHHbIE.

C pononHuTenbHoM uHOpMauMen no Teme JIMYHOM WHJOPMALVNOHHOM
6esonacHocTM, B TOM 4ucrne no ap@eKTMBHOMY pacrno3HaBaHUIO 3BOHKOB
MOLLEHHMKOB, MOXHO O3HaKOMUTbCS Ha Ccreayrwmx WHGOOPMaLMOHHbIX
pecypcax:

Pasgen «KubepbesonacHoctb — 910 npocto!l» Ha EguHom noptane
rocygapcTBeHHbIX yenyr — https://www.gosuslugi.ru/cybersecurity;
JleHguHroBas ctpaHuua B cetn «MHTepHeT» — https://knbep3aox.pd/;



Mepbl no obecnevyeHuto 6ezonacHocTu MHopmauum

XOoTM HanoMHUTb BaM O MpaBunax kubepbe3onacHOCTU, KOTopble MOMOryT
3alMTUTL HalM AaHHble OT yrpoa. loxanyicTta, OyabTe 6auMTenbHbl Mpu
paboTe C ONEeKTPOHHOM noyToW. BoOT npocTble pekoMeHOauuuM Mo
npenoTBpaLleHnto yrpo3 6e30nacHOCT MHopMaLN:

1. NMpoBepanTe agpeca 3MEeKTPOHHOM MOYThbl OTNpaBUTENd, Jaxe ecrniv UMs
COBMagaeT C U3BECTHbIM KOHTaKTOM.

2. He oTKpblBanTe NMCbMa 1 YaTbl OT HEN3BECTHbIX OTNPaBUTESNEN.

3. OCTOPOXXHO OTHOCUTECH K MUCbMaM C Npu3biBamu K 4ENCTBUSIM UM TEMaMU
0 (pyHaHcax 1 yrposax.

4. He nepexoauTe No ccbifikam B NMCbMax, 0COB6EHHO eCn OHM KOPOTKME NI
NCMNONb3YT COKpallaTenu.

5. He oTKpbIiBanTe BMOXEHUA C NOAO3PUTENbHLIMU paclumpeHnamm (.zip, .js,
.exe U T. 4.) U AOKYMeHTaMu C MakpocamMm.

6. He nopgknioyanTe HEU3BECTHble BHELWHWME HOocuTenn WHJOpPMaunm K
KOMMbOTEPAM.

7. Wcnonb3ynte HagexHble naponu, cosgaBas MX C HecTaHO4apTHbIMU
KOMOMHaLNAMM CUMBOJSIOB.

[Mpy nonyyYyeHnUn NOAO3PUTESIbHBIX MMCEM 00paTUTE BHUMAHUE:

- 3HaKOM N1 BaM OTnpaBuUTeEsNb?

- MNpwucytcTytoT i URL-ccbinkn?

- ECTb N1 BNoXeHWe ¢ paclumpeHnsamu .zip, .js, .exe?

- MpocuT nNn hann BKNIYUTL NOJLAEPKKY MAaKPOCOB?

Ecnu ecTb COMHEHUSA N XOTb YTO-TO B MMCbME BbI3bIBAET Yy Bac Nogo3peHne, 10
BeJIMKa BEPOATHOCTb, YTO 3TO (PULLINHT.

C pononHuTenbHoM uHOpMauMen no Teme JIMYHOM WHGOPMALNOHHOM
H6esonacHoCTK, B TOM Yncre no aheKTMBHOMY pacno3HaBaHmio OULLNHIOBbIX
NMCceM, MOXHO O3HAaKOMUTbLCSH Ha crneayrLwmx MHPOPMaLUVOHHBbIX pecypcax:

Pasgen «KubepbesonacHoctb — 9TO npoctol» Ha EauHom noptane
rocygapcTBeHHbIX yenyr — https://www.gosuslugi.ru/cybersecurity;
JleHguHroBas ctpaHmua B cetn «MHTepHeT» — https://knbep3ox.pd/;


https://www.gosuslugi.ru/cybersecurity
https://киберзож.рф/

PekomeHgauuun no 3awurte Y4YeTHbIX 3anucen

Ona Toro, 4TobGblI 3aWMTUTL CBOW akkayHT cobntoganTte cnegylowime
pekomMeHaauuu:

1 CosgaBante CrnoXHble MNaponu AfIMHOM He MeHee 12 CUMMBOMOB C
KoMOuMHaumen 6yks, LMdp 1 cneumanbHbiX CMMBOMOB. V3berante npocTbix m
nerko yragblBaeMblX Naposien.

2 He ncnonb3ynte oguMH M TOT Xe naposfib N9 pasHblX yYeTHbIX 3anucemn.
CospgaBanTe yHUKanbHble Naponn Ansa KaXKaon BaXKHON YYETHOWN 3anuncu.

3 PerynspHO MeHanTe naponu kaxable 3-6 mecsiueB M OOHOBNAWTE UX NpU
NOLO3PEHUN HA YTEUKY.

4 Wcnonb3ynte HaOexHble MeHeKepbl naponen Ons X XpaHeHus wn
ynpaBrieHus.

5 AKTUBMpPYNTE ABYXAAKTOPHY ayTeHTudukauunio (2FA) Ha BCcex AOCTYMHbIX
nnatdopmax.

6 OBHoBNANTE NAponM NPV CMEHE COTPYLAHMKOB UNU NX POSien 1 crneauTte 3a
ynpaBrfieHneM JOCTYMOM.

7 Tpun xpaHeHun napons Ha oM3n4eckoM Hocuterne, ybeamTecb, YTO MECTO
ero xpaHeHus abcontoTHO B6e3onacHo.

C pononHutenbHon wHdoOpMaunen no Teme JUYHON WHAOPMALMOHHON
GesonacHOCTM, B TOM 4uCNe MO CO34aHMI0 HaLeXHbIX naponen wu
a(PPeKTMBHOMY  pacrno3HaBaHU  UWIMHIA B MHTEPHETe,  MOXHO
03HaKOMUTLCA Ha cregyLwmnx MHPOPMALMOHHLIX pecypcax:

Pasgen «KubepbesonacHocTb — 91O npoctol» Ha EguHom noptane
rocygapctBeHHbIX yenyr — https://www.gosuslugi.ru/cybersecurity;
JleHguHroBas ctpaHuua B cetn «MHTepHeT» — https://knbepaox.pd/;



